
Chapter 7: Recordkeeping & Documentation
This template provides you with the framework for Chapter 7: Recordkeeping & Documentation

7.1
Purpose and Importance

The  ability to comply with strategic trade controls relies on [insert enterprise name here]’s ability to maintain accurate records. The failure to maintain or produce STC-related records can result in penalties being imposed on [insert enterprise name here] and its employees by the [insert name of country in which you are operating here]’s national authorities. The recordkeeping element of [insert enterprise name here]’s ICP is therefore designed to ensure  STC-related documents (administrative and transaction records) are maintained in a consistent manner and can be made available to [insert national licensing authority name here] or other external parties for inspections or audits.
[Insert enterprise name here] expects all employees to treat records as an enterprise asset and [insert enterprise name here] has enacted formal procedures to effectively maintain and preserve all appropriate strategic trade control-related documents.  This element details the recordkeeping responsibilities within [insert enterprise name here], outlines the types of records that must be maintained, the format in which these records must be preserved, the period of retention, and the system used to store and retrieve such records. 
[Add information here]
[Note: Prior to customizing your ICP Manual, your enterprise should consult relevant STC legislation and the appropriate national licensing authorities to determine the recordkeeping requirements in your country.]
7.2
Responsibilities

This section identifies those employees with recordkeeping responsibilities. 
[Add information here]

[Insert the name of your enterprise]’s Chief Compliance Officer [insert name], in coordination with senior management [insert specific titles or positions], maintain responsibility for determining the following: 

· Records to be maintained 

· Record format (hard-copy or electronic),
· Period of retention

· Means and location of storage

The CCO will provide employees with written guidance on recordkeeping procedures, including: [a comprehensive listing of all administrative and transaction records to be maintained (see below), the location of STC-related records (see below), a listing of all personnel with recordkeeping responsibilities (see below), and job aids outlining approved practices for capturing and storing essential STC-related records]. [Note: Much of this information and the procedures are outlined elsewhere in this chapter of the ICP Manual].
The CCO is responsible for ensuring the accuracy and integrity of all STC-related records, and in the event of a compliance audit or inspection, will provide necessary STC-related records to external parties (including auditors and the national authorities). Finally, the CCO will alert employees of any updates to [insert the name of your enterprise] recordkeeping requirements. 
The following [insert your enterprise name here] personnel have a responsibility to retain all designated and required STC-related records and files:

[insert job title and department] 

[insert job title and department] 

[insert job title and department] 

[insert job title and department] 

[insert job title and department] 
[Add information here.]
Employees should transfer/transmit STC-related records to the [insert title, name, and contact information of the individual(s) or entity responsible for managing STC-related records] via [insert method of transmission (e.g. electronic, hard-copy, chain-of-command involving other enterprise personnel)] for archival purposes.
[Insert the name of your enterprise] seeks to ensure that records are maintained, even in the absence of key personnel. Individuals with STC-related recordkeeping responsibilities shall have a designated back-up. If the primary responsible person is unable to perform their recordkeeping obligations, the secondary back-up shall be authorized to perform their recordkeeping duties. 
	PRIMARY
	SECONDARY / BACK-UP

	[Insert name and title]
	[Insert name and title]

	[Insert name and title]
	[Insert name and title]

	[Insert name and title]
	[Insert name and title]

	[Insert name and title]
	[Insert name and title]

	[Insert name and title]
	[Insert name and title]


The following [insert your enterprise name here] personnel shall have access to STC-related records and files:

[insert name, job title and telephone of personnel who will have access to files] 

[insert name, job title and telephone of personnel who will have access to files] 

[insert name, job title and telephone of personnel who will have access to files] 

[insert name, job title and telephone of personnel who will have access to files] 

[insert name, job title and telephone of personnel who will have access to files]

[Note: You may limit individual access to records by designating the specific records or types of records that a given individual is privy to].
[Add information here.]
The following individuals are responsible for the operation, use, and maintenance of the [insert your enterprise name here] recordkeeping system:

[Insert name, job title and telephone of personnel responsible for maintenance and operation of the recordkeeping system] [Note: This may involve employees from in line-business units, records management, or IT administration.]
7.3
Documents to Be Maintained

This section identifies the records that must be retained. [Add information here]
At a minimum, [insert your enterprise name] mandates that all records of transactions include the following information:

· The name and address of the customer

· The name and address of freight forwarding agents / transporters
· The name and address of the broker or agent, if used
· The name and address of your distributor
· The particulars of the method of payment for the goods or activities and your business’ bank details for the specific transaction

· Particulars of the controlled goods and or activities and services transferred

· Dates of the various approvals of the government control authorities and related activities

· Date of transfer

· Route and mode of transport of the controlled goods from your premises to the local distributor / broker / end-user

· Route and mode of transport of the controlled goods from the borders of country of export to the foreign transporters / distributor / broker / end-user including all ports of transshipment

· Relevant control authorities registration number(s) and permits/licenses issued

· Any relevant documentation, including the contract, between your enterprise and national and or foreign clients regarding the transfer of controlled goods and activities

· Requirements, local and foreign, in respect of the re-export of foreign products, system, sub-system or component, contained, commingled, or integrated into a locally-made product

· Any further information required to be kept by the relevant transaction authorization, law, or regulation.

Below is a list of the specific administrative and transaction records that should be retained as part of the [insert the name of your enterprise] ICP:
Administrative Documents

[Insert enterprise name here] will retain the following administrative records for a minimum of [five (5)] years [Note: Five years is the recommended minimum record retention period. Check with your government to determine the legally required term.]
· A current copy of all applicable STC-related laws, regulations and policies 

· A current copy of [insert your enterprise name here]'s written Internal Compliance Program Manual (and Technology Control Plan (TCP), if applicable)

· The STC compliance policy statement

· Documentation related to any orders that were denied internally, include all details related to the order inquiry and the reason for denial;
· A listing of commodity classifications for [insert enterprise name here]’s products, as well as any documentation generated by your compliance personnel or others (e.g. external trade compliance consultants) that contributed to the classification and license determination;
· Formal advisory opinions regarding commodity classifications provided by your national authorities (if applicable in your country);
· Training log and documentation detailing all formal employee training;
· ICP audit reports including recommendations and proposed follow-up or corrective actions;
· Completed job aids, checklists, and questionnaires; and 
·  [insert additional items here]
Transaction Documents

[Insert the name of your enterprise] will retain the following transaction records for a minimum of [five (5)] years [Five years is the recommended minimum retention period. Check with your government to determine the legally required number of years] after the completion of the transaction:
· Air waybill, bill of lading, dock receipts, or any other clearance documents;
· Export Declaration;
· Purchase orders;
· Letters of Credit;
· Certificates of Origin;
· Commercial Invoices; 
· Pro forma invoices;
· Packing list; 
· Contracts;
· Proof of Insurance (where appropriate);
· Financial and accounting records; 
· Invitations to bid;
· Memoranda, notes, meeting minutes, or internal correspondence related to controlled transactions;
· “Red flag checklist” documentation, including screening records; 
· License application forms;
· All supporting documentation accompanying license applications;
· Approved licenses involving controlled items;
· Formal license denials issued by the national authorities;
· Records of transactions involving exports conducted under any license exemptions;
· International Import Certificates (IIC) or End User Certificates (EUC) (should include foreign authorizations from foreign customers such as import permits and EUCs);
· Written acceptance of license conditions by the end-user, when a license is required;
· Delivery Verification Certificate (DVC) or similar evidence of delivery;
· Statement by ultimate consignee and purchaser;
· Accompanying attachments, riders, or conditions;
· Application for International Import Certificate;
· Power of attorney or other written authorization for an agent to perform certain specified acts on behalf of the exporter, principal party, or foreign principal party;
· Documentation related to the route and mode of transport of the controlled goods from your premises to transporters / distributors / brokers / end-user; (including ports of transit or transshipment);
· All information or documentation transmitted or sent to clients, agents, and distributors related to the strategic trade control requirements associated with a particular item;
· Voluntary self-disclosure (VSD) statements (if applicable in your country);
· Records of electronic transfers involving strategic-related technical data; [Note: Please refer to the “Industry Sector-Specific Tools” section, “Technology Best Practices” sub-section of the ICP Guide for more information on recordkeeping related to intangible transfers of technology (ITT) and information exchanges involving foreign nationals.
· Certain communications with foreign nationals 

· [Insert additional items here]

Other Documents/Records
Additionally, the following documents will be maintained:
· All documentation of communications with government authorities, including legal interpretations or other official guidance/advice provided on STC issues (e.g. pre-license commodity classification assistance). 
· All export control literature provided by government agencies or export control/trade associations, etc.

· All notices to customers, agents, freight forwarders, and distributors concerning strategic trade control procedures

· Intra-company correspondence concerning strategic trade controls (where appropriate)

· [Insert additional items here]
Copies of all STC-related records should be provided to and maintained by the [insert the name of the compliance official responsible]. For overseeing recordkeeping
Any inquiries or communications with the national authorities will only be undertaken by [insert the name of your enterprise]’s Chief Compliance Officer (CCO). 

7.4
Format and Location of Documents

[Insert the name of your enterprise] seeks to ensure that all STC records are properly captured, protected, retrieved, and shared. 

[Note: Your enterprise may choose to utilize a paper-based, hard-copy/manual filing system; an electronic filing system that relies on a network of software, web or cloud-based systems and computers; or some combination of these recordkeeping methods. Due to the fact that many enterprises face increasing volumes of business data and information, hard-copy methods have become somewhat obsolete and most enterprises now choose to store most of their information and records on computers using electronic storage techniques.] Your enterprise must determine which specific administrative and transaction records (outlined above) will be maintained in hard-copy and which records will be retained in electronic format (or in both).
Record Format
[In this section, your enterprise must determine the appropriate method of preserving all strategic trade control-related documentation (e.g., electronic, hard copy, audio, etc.)]

All original records must be preserved in the format in which they were created or received. Similarly, all records (irrespective of format) must be able to be produced (or reproduced) in hard-copy format. Additionally, the following strategic trade-related records should be retained in the format prescribed below:
	RECORD DESCRIPTION
	RECORD TYPE

Transaction or Administrative 
	RECORD FORMAT

	Packing list
	Transaction
	Electronic, Audio, Hardcopy, Both


Electronic STC Records

[Note: Your enterprise will need to determine whether and how STC-related records will be integrated with your enterprise’s information technology (IT) systems and processes. Electronic records should be easily retrievable and adequately secured as part of your enterprise’s overall information management system. Before drafting this section of your ICP Manual, please consult with your enterprise’s IT specialists to determine how information and data are currently maintained, managed, and secured within your organization. Your enterprise will also need to determine who is responsible for managing electronic records, if different from the individual responsible for physical records.]
Physical STC Records

[Note: Your enterprise will need to establish filing procedures for STC-related documents and determine the file organization system (e.g., alphabetical by customer or sequentially by transaction number) to be utilized at the on-site and off-site physical record locations.]
Record Location
The [insert the name of the individual responsible for managing on-site records] will maintain recent records in an easily accessible on-site location. [Insert your enterprise name]’s physical records are maintained at [insert name and/or location of the on-site filing location]. Upon receipt, all documents will be file stamped by the [recordkeeping department/office or the individual responsible for managing physical records]. [Add information here]
Location of STC records

[insert name of record here]

[insert location of record here]

[insert name of record here]

[insert location of record here]

[insert name of record here]

[insert location of record here]

[insert name of record here]

[insert location of record here]

Records over [5] years old will be archived and stored at an off-site location. The [Chief Compliance Officer and/or other designated personnel] will have access to all archived records.

[Add information here]

Location of archived/off-site STC records
[insert name of record here]

[insert location of record here]

[insert name of record here]

[insert location of record here]

[insert name of record here]

[insert location of record here]

[insert name of record here]

[insert location of record here]

[Add information here]
Safeguarding STC records
Access to records maintained at our physical record storage site is monitored using [CCTV, badge access controls, and locked consoles, doors, and cabinets]. [Add information here] 
Records in electronic format must be [encrypted] and access to these records requires [log-in / password credentials] that will be administered by the [CCO]. [Insert the name of your enterprise] has also established a back-up system for files that are preserved using electronic storage techniques, should there be a failure in the main electronic record storage system.  [Add information here]
Disposal and Destruction of STC Records

The disposal of records should be undertaken in accordance with relevant [insert the name of your country] laws and conducted with care to avoid the inadvertent disclosure of controlled or sensitive information. Hard-copy records should be shredded or incinerated. For electronic records, employees should consult with [insert titles. e.g. IT specialists] to determine the most appropriate course of action. Computer hard drives and other electronic storage devices (scanners, copiers, flash drives, etc.) containing STC-related records must be sanitized / purged prior to sale or disposal. An inventory of all disposed records should be maintained by employees and provided to the [CCO], to certify that the records have been properly destroyed.

Record Audit

[Insert the name of your enterprise] will conduct periodic audits of the recordkeeping system to ensure that all required records are captured and are being stored in full compliance with relevant STC legislation and that records are organized in a logical and traceable sequence that allows for efficient search and retrieval. 
7.5
Record Retention Period
All of the records listed above must be kept for a minimum of [five (5)] years after the date in which the transaction took place or the date of expiration of the license or other authorization. After one year, these records may be stored using electronic storage techniques, so long as these materials can be accessed and printed upon request. [Add information here]

7.6
Formal Notification of Recordkeeping

All personnel directly involved in strategic trade control related functions must be notified, by [insert means of notification, such as a letter], of the recordkeeping practices by [the CCO or other trade compliance staff]. This notification letter shall be distributed to the same personnel who receive the management STC Compliance Policy Statement and the organizational chart. The “ICP Implementation Aids” section of the ICP Guide and Section 7.7 (below) provide a template for a recordkeeping statement letter.
7.7
Sample of  Recordkeeping Notification Letter
[In this section you may choose to fill in the blue bracketed items to customize this example for your enterprise].

ICP





ICP Manual color key- delete this entire box before printing





Red text  		Instruction for the person writing the manual and should be deleted when you are ready to print. 





Blue text 		Suggested content that should be customized for your enterprise.





Black text 	Part of the basic structure of the manual.








[Month Day, Year]





[Insert name of individual responsible for recordkeeping] will be responsible for filing and maintaining all STC-related documentation including licenses, classifications, advisory opinions from the government, bills of lading and all other transactional information. [If these tasks have been divided up amongst several people be sure to list each person and his/her specific recordkeeping responsibilities]





The files shall be maintained for [five (5)] years [or country specific period] and will be located in [insert building name and room number]. [Be sure to include the names and room numbers of all locations currently being used for recordkeeping storage.]  [Describe multiple locations if necessary including the physical location of any hardcopy files that may need to be sent to a warehouse due to space limitations].  





The following [insert your enterprise name here] personnel will have access to the files:


[insert name of personnel , job title and telephone of personnel who will have access to files] 


[insert name of personnel , job title and telephone of personnel who will have access to files]


[insert name of personnel , job title and telephone of personnel who will have access to files]


[insert name of personnel , job title and telephone of personnel who will have access to files]


[insert name of personnel , job title and telephone of personnel who will have access to files]


[Be sure to list all personnel who will have access to the files.]





If you have any questions regarding [insert your enterprise name here] documentation requirements related to export control, please contact [Insert name of individual responsible for recordkeeping] at the telephone number above.








Sincerely,











_______________________________________________________


Mr./Ms.  [insert name of Chief Compliance Officer]


Chief Compliance Officer





[To be signed and communicated by the CCO]
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